ENTERPRISE SECURITY AUDITS
SECURITY AWARENESS

“Over 48% of Information Attacks occur
from within an Enterprise. We focus on
preventing Internal Attacks within an
Enterprise through our product
SecureGURU, which provides Security
Awareness and Desktop Security”
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FootPath’s Enterprise Security Group provides Security
Awareness Solutions for Enterprises, Security Audits, and
Information Security Architecture to Fortune-5000
companies.

Our Product SecureGURU helps reduce Internal Attacks
within an Enterprise. It helps solve following business
problems faced by a CIO or CSO:

e Educating Employees about all types of threats -
Information, Social, Weapon Oriented;
Identification of a threat, defense against threats
and reporting procedures

e Evaluating Awareness Level of the Enterprise. Are
50% or above employees educated to identify,
handle a Virus Attack?

e Communicating “Urgent Threat Alert” to all
Employees and instantly evaluate who has not
read/acknowledged the alert.

e Monitoring & Protecting the Desktop PC’s against
Internal attacks.

SecureGURU™

SecureGURU provides security awareness content,
content delivery technology (push and demand based
pull), usage tracking, desktop monitoring and breach
notification. It comes with over 20 Interactive
presentations of "ready-to-use" (yet customizable)
awareness themes. SecureGURU Consists of

Monitor - Monitors the Desktop

Themes - Interactive Security Awareness Content can be
set up as a Screen Saver or viewed from a web browser.
Live Update - On Demand updates themes

Content Advisor - Advises Security Awareness Content
Breach Notification - Notifies pager of any desktop
breaches

SecureGuru solution enables organizations to:

e Proactively educate employees about enterprise
security to improve enterprise threat and security
awareness

e Delivery of Content via Screen Saver or Browser
(IE, Netscape)

e Automated refresh/add/update of Security
Awareness/Product Information to every
Employee via SecureGURU Live Update;
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SecureGURU FREE; Monitoring &
BASIC One Awareness
Theme; Live Update
& Breach Notification
are NOT Included

SecureGURU FREE; 60 Day fully

DEMO functional Evaluation
copy

SecureGURU Licensed copy with

Professional one year Live Update

License; Lifetime
Monitoring & Breach
Notification

e Distribute security "red alerts" to employees

e Proactively monitor each Desktop for Access
Control via Internet, Keyboard, Infrared, and
Serial Port or through any mechanism.

¢ Notify Contact person and/or Help Desk upon
detection of a breach via Email or a Pager.

e SecureGuru thwarts internal threats
from colleagues / within an enterprise. Themes
that are included in Professional version are:

SecureGURU SECURITY AWARENESS THEMES
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Identity Theft

Information Theft

Desktop Security

Virus & Worms Education

Social Attacks & Defense

Bio-terror Defense Education

Work Place Theft Prevention Education
PDA/Laptop Security

Wireless Security

New Security themes are updated/added regularly on
SecureGURU Servers (co-located at Exodus facility in
Newton, MA). Customers can use SecureGURU Live
Update to update the themes on demand.

SecureGURU BASIC Version is available for FREE
DOWNLOAD at http://www.footpath.com

SecureGURU DEMO Version is available for
evaluation at http://www.footpath.com




